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RIS K MANAGEM.ENT

T he risk management rating represents an evaluation of the abil ity of Citigroup's Board of
Directors (Board) and senior management, as appropriate for their respective positions, to identify
measure, monitor and control risk across the bank holding company. The rati ng is supported by fo ur
subcomponents: Board and Senior Management Oversight; Po licies, Procedures and Limits; Risk
Monitoring and Managemenlinformation Systems (MIS); and Internal Controls.

Composite Rating

2

Component Ratings:
Board and Senior Management Overs ight
Polic ies, Procedures and Limits
Risk Monitori ng and MIS
Internal Controls

2
2

2
2

I ExEC/fTIVE SUMMARY

I

The risk management assessment for 2006 is reflective of a control envi ronment where the risks
facing Citigroup continue to be managed in a satisfactory manner. Board and senior management are
actively engaged in decisions regarding how best to measure, monitor and mitigate risks. Further, as
discussed in more detail below, management has focused on improving relevant processes specific to
compliance monitoring, testing and reporting (MTR), anti-money laundering (AML) efforts and
infonnation secu rity (IS), among others. During 2006, all fonnal restrictions and enforcement actions
between the Federal Reserve and Citigroup were lifted.
In April 2006, the restriction on sign ificant expansion stemmi ng from the Order approving the
First American Bank acquisition was li fted in recognition of the sign ificant progress made by
management in implementing a new compliance risk management program. In June 2006, CitiFinancial
was detenni ned to be in ful l com pliance with the Cease and Desist Order that had been executed after a
consumer compl iance exam identi fi ed violations of law, safety and soundness concerns and control
deficiencies. Importantly, examiners had determined that the compliance culture at CitiFinancial had
improved significantly. In December 2006, the Written Agreement requiri ng Citigroup to strengthen risk
management practices, particularly those associated with complex structured-finance transactions was
term inated.

Risk Management
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Compliance Risk Management
Last year, we noted that the framework fo r an effective compliance mon itoring, testi ng and
reporting (MTR) framewo rk was in place, but that a sign ificant amount of execution work remained
particularly in t he Corporate and Investment Bank (C IS) and Citigroup Alternative Investments (CAl).

As a result of sign ificant management attention, we view the compliance MTR program as being on a
solid footing with corporate compliance stafTprovid ing an appropriate level of oversight.

Strong communication exists between corporate compliance and in-business staff to ensure
compliance MTR objectives and responsibilities are well understood and executed upon. On the
monitoring front. CIB management has continued to systematically work through the development of
regulatory risk matrices which, in tum. are mapped to risk control self-assessments (RCSAs). CAl
compliance staff has been worki ng under asimiJar timeline. Our previous exam work ind icated the need
for a strong compliance testing platfonn to be implemented globally. Bus iness sectors had testing
programs of varying strength with the one in place fo r Global Wealth Management (GWM) representing
best practice. During 2006, compliance testing was ramped up considerably as was the necessary
dialogue between sectors regarding testing trends fo r identi fying potential issues in need of escalation.
A nti-Money Laundering (A ML) Program

We recognize the governance changes of midyear 2006 in the Global AML (GAML) function .
Most notable is t he accountability GAML has fo r ensuring that AM L pol icies are being effectively
implemented across C itigroup, which requires a strong part ners~.ip between business and compliance
staff. Whi le GAML has laid an appropriate foundat ion for stronger corporate oversight ofCitigroup's
AML control environment, continued management attention On its execution is required. The results of
the OCC's examinations of bank-specifi c processes confinn that C itigroup has designed a reasonable
AML program though certain weaknesses continued to be identi fi ed and must be addressed. In particular,
we view as critical GAM L's efforts related to implementation of the Citigroup Anti-Money Laundering
Bu siness Rules Standards (CAMBRS). and the roll-out of AM L technology enhancements. Given
Citigroup's AML risk profile, we expect a corporate oversight program of the magnitude under
development to be in place.

In/ormation Technology
Over the past few years. senior management has taken significant strides to strengthen Citigroup's
technology infrastructure with an emphasis on improving infonnation security (IS). This point
notwithstanding. transaction testing conducted by examiners of this Reserve Bank in mid-2006 raised
questions about the quality and consistency of the IS program enhancements. In early 2007, examiners
reviewed O&T work papers to better understand how the aforementioned weaknesses were being
addressed. Examiners were satisfi ed with the fixes completed and in process. We re-emphasize the need
for program development and quality assurance to go hand-in-hand for IS systems to be relied upon for
risk management. We see improvement in the IS area relative to prior years, and recogn ize that enhanced
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tools, to assist business statTin serving as a fi rst line of defense, are now in place. Over the upcoming
year, continued management focu s wi ll be required to address outstanding IS-related issues.

Allowance/or Loan and Lease Losses

Citigroup's consumer loan loss reserving methodology does not fu lly align with the Interagency
Policy Statement on the Allowance for Loan and Lease Losses. Examiners of this Reserve Bank drew
their conclusions from a review of certain consumer portfolios of CitiFinancial, Banamex and COle.
The strai ght rate (SR) calcu lation does not account for inherent cred it losses for certain perfanning
portfol ios where an incurred loss has not yet been con finned . Accord ingly, management must capture
current consumer exposures in the straight rate calculation, as well as undertake the necessary analytical
work to define when a loss event has been incurred prior to delinquency. Once completed, the results of
the analysis should supplement the SR calculation.
Management adjustments are taken in cases where the SR calculation does not accurately capture
inherent losses in the portfolio . Examiners reviewed several of the management adj ustments made in
2006; most of which were the result of significant events, such as the impact of Hurricane Katrina, the
'gray zone' legislation in Japan, and a deteriorating consumer credit environment in Taiwan. The
emphas is on more significant events raises questions about the threshold perceived by business staff for
recommending management adjustments. Examiners also observed differing validation practices across
businesses with room for improving the type of analytics undertaken to assess the reasonableness of
ALLL results. Heaviest reliance was placed on determi ning the number of months coverage provided by
the ALLL relative to an annualized net credit loss rate. Examiners believe management should articulate
minimum standards for validating the SR calculation given its di rect link to the management adjustment
process. That would incl ude carrying out at the business- line or portfolio level ' back testing' and
assess ing the annualized net charge-off experience relative to the allowance. The outcome of th is
val idation work should be captured in the quarterly business line ALLL submissions.

Fa;r Lending
An examination offair lending practices identified two set of concerns related to the CitiFinancial
consumer finance branch business in Puerto Rico. Examiners found CitiFinancial's policy and practice of
requiring non-applicant spouses to sign the promissory note when closing real-estate secured loans to be
discriminatory under fair lending laws. Further, examiners detennined that contrary to CitiFinancial
policy and training, branch employees infonned applicants who did not qualify for unsecured credit on
their own that a spouse was the only acceptable co-applicant. Si nce having been infonned of our
findings, Citigroup management has completed an investigation of the aforementioned pract ices and
submitted the results for our consideration. Examiners are currently engaged in discuss ion with
management regarding the detail s of the response.
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BOARD AND SENIOR MANAGEMENT OVERS/GIfT

Board and senior management continue to set the tone for C itigroup's employees regarding the
manner in which business is to be conducted with an emphasis on ensuri ng that an appropriate control

infrastructure is in place. Board and senior management also take an active role in understanding the risk
profi le ofthe organization. They are briefed regularly on risk issues, and formal escalation channels have
been established and are relied upon throughout the firm. Regular updates include comprehens ive risk
and fi nancial packages with certain topics discussed in detail. Further, management remains abreast of
Citigroup's risk profile through the monitoring of material positions and risk exposures. We recognize
the structural changes within risk management to better align expertise across the organization; the
independent risk functions are adequately staffed with competent individuals aligned by business.

I POUCiES, PROCEDURES AND L1MfTS

SATiSFACTORY

I

Citigroup's policies, procedures and lim its are appropriate, understood, and regularly reviewed.
They reflect the risks inherent in the activities of the consolidated organization and the firm's stated goals
and objectives. We recognize enhancements made to the cred it model validation policy, and encourage
management to contin ue in its efforts to strengthen the independent credit validation function.
Over the assessment period, we noted GAML's efforts to clarity ex isting policy, issue new
guidance where necessary, and carry out targeted training. Exam iners consider the guidance pertainingto
the escalation of ' unusual activity' as critical with AMLcompl ianceand legal staff involved appropriately
in determ ining what information can be shared across legal jurisdictions.
We understand that the pol icy governing the allowance for loan and lease losses for consumer
exposures is under revision with the 'management adjustment' section having been expanded, among
others. The current draft makes reference to the need for full support and documentation of management
adjustments that have been introduced, changed or el iminated. We fully support this addition, and see
timely execution of the revised policy by management as critical. As requ ired by the relevant interagency
policy statement, sen ior management and the Board are expected to annually review and approve the
appropriateness of the loan loss reserve pol icy.

I RlsKMONfTORJNGANDMIS

SATiSFACTORY

MIS to the Board and senior management appropriately captures the firm's major risks.
Development of a firm-wide platform to collect and aggregate operational risk data is another key
initiative that is moving forward. Once fully implemented, we believe the technology platform wi ll
facil itate a more forward looking assessment of the degree of operational risk and strength of controls
within and across businesses.
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As discussed previously, the quality of compliance monitoring, reporting and testing has
improved considerably relative to prioryears. A more disciplined compl iance reporting process also is in
place. Regular forums, dashboard reporting and other MIS evidence comprehensive discussions of
monitoring and testing practices with compliance staff anticipating potential issues that may not yet have
manifested. Such efforts are expected to assist senior management in assessing the level of compliance
risk across the finn and the extent to which events or processes may be mitigat ing or contri buti ng to it.
Examiners support and further encourage GAML initiatives to assess peri odically the strength of
AML monitoring controls through mechanisms that require the involvement of in-business and
compliance staff. Management must ensure that an efficient process is in place to keep those assessments
accurate and current. Further, GAML is expected to ensure that appropriate and timely soluti ons are put
into place where control weaknesses have been identified. Some monitoring processes, particularly in the
CIB, could benefit from automation.

I INTERNAL CONTROLS

SATiSFACTORY

The qualityof internal controls remai ns satisfactory. Audit and Risk Review (ARR)conti nues to
achieve high audit plan completion rates, and regularly monitors audit resu lts pertaining to IS and AML
efforts. During 2006, ARR management enhanced the quality assurance process related to the review of
complex structured-finance transactions, and has modified its approach to auditing regulatory reporting
processes. Adoption ofa longer (36-month) audit cycle for low risk entities with effective RCSA ratings
should provide management with add itional flexibility to direct resources to hi gher risk activities. We
continue to view the RCSA process as a key business control and an effective tool for identifying
important risks and assessing how they are controlled .
A limited exam of the effectiveness of controls related to the Home Mortgage Di sclosure Act
(HMDA) revealed some weaknesses. HMDA-related controls in Associates International Holding
Company of Puerto Rico and CitiFinancial Services of Puerto Rico were found to be ineffective. The
data deficiencies were attributed to ineffective HMDA compliance risk management controls at those two
entities; staff misunderstanding the requirements of HMDA; inadequate training; and a lack of
independent oversight by quality control and compliance in Puerto Rico. Notwithstanding the need to
fully address the causes of the reporting errors, we had some comfort (based on our review of
CitiFinancial's HMDA control and reporting processes) that the extension ofCitiFinancial's compliance
program to the Puerto Rican entities should help to address the iss ues going forward.
The accuracy of regulatory reports is an im portant component ofour supervisory assessment of an
institution's internal controls and processes. Our review identified material misstatements as a result of
poor quality data indicating deficiencies in the finn's overall regulatory reporting process. The errors
related to customer infonnation files in the loan and deposit subsystems; system integration and interface
problems; and clerical errors and misinterpretation of regulatory reporti ng instructions. With the
exception of an error involvi ng the nettingofoptions, the affected regulatory reporting submi ssions have
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been refi led. Further, we acknowledge management's efforts to address the underlying process
weaknesses, as wel l as the open dialogue taking place with staff orthe Statistics function of this Reserve
Bank about current regulatory reporting issues.

I OTHERSUPERY/sORYCONSIDERATIONS

I

Stress Testing

Our horizontal review of stress testing practices revealed that large banking organizations, such as
Citigroup. do not have integrated stress testing processes that capture all major risks on a firm-wide basis.
However, they do have reasonably well-developed business line and product level stress testing regimes
incorporated into the ir risk management practices. Market and liquidity risk stress tests are the most
advanced with credit risk stress testing needing the most improvement with practices varying
considerably within and across product type. More specifically, credit risk stress testing tends to be
conducted on a specific portfolio or individual name. For Citigroup. we recognize management's effort
to further integrate stress testing into the risk capital allocation process, as well as in identifying
concentrations of credit risk. The recent implementation ofthe long tenn accrual interest rate risk model
incorporated both a firm-wide stress test and a risk capital methodology. Going forward, banking
organizations will be expected to improve upon their counterparty credit risk stress testing, ensure that
stress testing of the intersection between credit and market risks is carried out; as well as rely on stress
test ing to obtain more comprehensive yet separate views of the firm's aggregate wholesale and retail risk
profiles.
Collateral Management

Collateral management, util ized as a risk transfer and mitigation tool forcou nterparty credit risk,
is a sound, well-managed process at Citigroup. Appropriate risk management practices ofcounterparty,
market and operational risk support management's ability to achieve credit risk mitigation. The industry,
as a whole, is challenged by dispute levels and timely portfolio reconciliations. Citigroup's recent
development of a system, that can conduct more timely portfolio reconciliations fo r its large dealer
counterparties, does address some of the gaps ahead of an industry solution.
Control Optimization & Cost Restructuring

The control optimization program represents a significant step by management to rational ize
control processes across the fi rm. Further, we recognize the corporate-wide efforts underway to more
fundamenta lly restructure the way in which business is conducted across Citigroup in an effort to obtain
efficiencies and cost savings. We caution that such efforts shoul d not come at the expense of the control
infrastructure.
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Basel II
We re<:ognize management's efforts to implement the proposed Basel II capital adequacy
framework, including appropriate overs ight provided by the project management office, as well as
comprehensive reporti ng of the status of credit and operational risk efforts. Rt:Cent examinations have
helped to further our understandingofthe data and technology challenges Citigroup management faces in
assessing the risk of wholesale and retail exposures. Examiners also found the quali ty of Citigroup's
operational risk management to be satisfactory. While management has made substantial progress in
implementing its advanced operational risk methodology, there is stil l a need to capture intemal data in
severity est imates . Over the coming months, we will cont inue our dialogue with management on these
efforts. includi ng home-host challenges.
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F INANCIAL CONDITION

Citigroup's financial condition remained strong over the assessment period. Capital adequacy,
asset quality. earnings and liquidity of the consolidated banking organization were more than adequate

to protect the finn against reasonable external shocks. Cit igroup's standing in the capital markets
remained steady throughout 2006, and the finn maintai ned strong sources of li quidity to meet its
anticipated needs.

I

STRONG

CAPITAL

I

Throughout 2006, Citigroup 's regulatory capital ratios exceeded both internal targets and
regulatory thresholds fo r a 'well-capitalized ' bank holding company. The finn maintained a strong
capital base with s ign ificant retained earnings and a limited reliance on restricted capital instruments.
Over the assessment period, the Federal Reserve approved for recogn iti on in Citigroup's Tier I capital
two enhanced trust preferred securities with features that allow them to also be recogn ized to varying
degrees as capital by the rating agencies. Citigroup's quality of capital and strong potential for capital
generati on exceeds that of other peer institutions. Citigroup currentl y mai ntains more than adequate
capital to support the vol ume and risk characteristics of all parent a nd subsidiary business lines and
sufficient cushion to absorb unanticipated losses. We acknowledge the potential for Citigroup's Tier I
leverage ratio to decline below 5% yet remain well above regu latory minimums as a result of increased
secured financing activities . The controls around secured financi ng activities a re regarded as
commensurate with the planned expansion and incremental increase in risk taking.

I

ASSErQUAUTY

STRONG

I

Citigroup's asset quality remains strong. During 2006, delinquency and credit loss trends were
stable across major consumer and corporate portfolios. While non-perfonnin gassets remained low as a
percentage of total assets, the finn continues to trail peers in that measure at the consolidated level
largely as a result of business product and geographic mix. As of year-end, 83% of the corporate
portfolio was considered investment grade quality comparing favorab ly to peer. Further, the corporate
portfol io experienced low level s of net credit losses fo llowing a period of net recoveries spanning seven
straight quarters. Coverage of classified exposure by capital and reserves also continued to improve
throughout the year.

I

STRONG

EARNIWGS

Consol idated earnings were strong in 2006 with Citigroup realizing $89.6 billion in net revenues
and $2 1.2 billion in income from conti nui ng operations, both reflecting 7% increases from 2005.
Citigroup's annual perfonnance, as indicated by return on average assets (1.3%), return on average
equity (18 .8%), and return on risk capital (38%), compared favorabl y to that of peer banking
organizations. The 44 basis point decline in net interest margin for 2006 (stemming from the interest
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rate environment, increasing cost of funds and a changing asset mix) was more signi fic ant than that
exh ibited by peer institutions but moderated from the 58 basis point decl ine experienced in 2005.

Strategic initiatives and investment spending aimed at long-tenn growth coupled with economic, legal,
and tax environment factors resulted in expense growth outpacing revenue growth in 2006.

I LIQUIDITY

STRONG

Citigroup maintains a strong liquidity position, as well as reliable market access . The parent

company relies on high qual ity and stable short-tenn liquidity sources to meet its short-tenn obli gati ons.
Management maintains sufficient liquidity capacity to satisfy all maturing obIigations without access to
unsecured markets for twelve months. As of year-end 2006, Citigroup 's holding company liquidity gap
and deposit-to-loans measures remained comfortably above internal targets, at 137% and 108%,
respective ly. Net bank cash capital perfonnance remained be low target during 2006, with recent
improvement reflecting heightened focus on structural liquidity. Deposits grew 20% during 2006 as a
result of online banking and branch expansion initiatives and GTS deposit growth.
External rating agencies have cons istently evaluated C itigroup's medium- and long-tenn debt as
equivalent to AA-rated or bener and the highest among peers. C itibank NA's rating was upgraded by
Moody's Investor Services to Aaa in September 2006. The finn 's treasury function successfull y
increased funding by 24% while extendi ng weighted average maturity by one year and increasing the
weighted average cost of debt capital by only 0.7 basis points, as well as further diversifying the
currencies of issuances.
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I

LJM/TED NEGATIVE IMPACT

iMPACT RATING

In terms of C itigroup's consolidated assets, non-deposito!)' entities and Citigroup's parent
com pany account for approximately 4\ % of the total, as a f year-end 2006 . The largest non-depository
institutions, Citigroup Global Markets Hold ings, Inc. (CGMHI) and CitiFinancial Cred it Company
(CitiFi nancial). represented 35% and 3%, respecti vely of the fi rm's consolidated asset base. Earnings
fro m CGMHI and CitiFinancial contributed 15% and 6%, respectively, to Citigroup's total net income.
The parent company and other non-depository ent it ies pose a limited li kelihood of a sign ificant
negative impact on the fi rm's depository institutions (D is). The parent company provides substantial
financia l strength to its subsidiaries and access to global markets to meet the finn 's fund ing needs. The
parent mai ntains ample cash fl ow and a double leverage ratio of 124%, as of year-end 2006; comparable
to that of peers.
Citi Financial is cons idered to be in satisfactory condition based on relevant assessments
conducted by staff of this Reserve Bank. The Cease and Desist (C&D) Order against Citigroup Inc. and
CitiFinancial Credit Company, dated May 27, 2004, was tenninated in June 2006. Lifting of the C&D
Order was contingent upon management having fully implemented remedial measures at CitiFi nancial
related to audit, compliance, internal controls, managerial oversight and trai ning.
Risk management processesofCGMHI and its pri mary broker/dealersubsidiaries (CGMI in the
US, CGML in the UK) are considered satisfactory by their respective functional supervisors. During
2006, management of CGMHI and other relevant businesses ful fill ed the conditions outl ined in the
Written Agreement concemingstructured fi nance transactions, dated Ju ly 28, 2003, with that agreement
having been lifted in December.
Both CGMHI and Citi Financial have experienced substantial growth in 2006. which is expected
to continue into 2007. The buildup of controls has been seen by th is Reserve Bank as commensurate
with the degree of expansion and incremental increased risk taking. Both entities maintain strong
retained earnings and capital JXlsit ions.
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Citibank Overseas Investment Corporation (COIC) remains rated 'satisfactory.' As reflected in
the ass ignment of the CAMEO rating, COIC exhibits a strong financial condit.ion supported by a
satisfactory risk management and compliance infrastructure. All components of the CAMEO rating
remain unchanged from 2005.

Composite Rating

2

Component Ratings:
Capital

Asset Quality
Management
Earni ngs
I Internal Controls

2

I

I

2
2

2
2
I
2

I
2

I CAPlTAL · STRONG

I

COlC maintains a strong capital base with estimated risk-based capital measures exceeding
com parable regulatory thresholds for banks. In addition, COIC exh ibits relatively low fin ancial
leverage with a 14.39010 equitY-la-asset ratio at year-end 2006, an increase of \42 basis poi nts from the
prior year. Retained eami ngs make up over 85% ofCOIC's total equity capital.

I ASSET QUALITY - SA TISFACTORY

I

Asset quality remains 'satisfactory' refl ecti ng an overall positive credit quality with pockets of
deterioration in countries such as Brazi l and Japan. During 2006, delinquency and credit loss trends
were generally low and stable across portfolios. With large consumer activity in Gennany, Japan, South
Korea, and the United Kingdom among other locations, COIC asset quality remai ns dependent on the
ability of GCG risk management to identify and manage credit risk stemming from local market
pressures. In countries where credit bureau infonnation is limited, such as Brazi l, management has
taken appropriate steps to develop early warning mechani sms and scoring models that leverage relevant
data and experience of other countries to identi fy and track trends. As noted in the risk management
section of this report, our recommendations concerning the assessment of asset quality as it relates to the
ALLL apply to COIC's consumer activities.
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I MANAGEMENT-SATISFACTORY

I

Management demonstrates effective franch ise governance, evident through strong coordination
at the country and regional levels. Corporate-level functions also provide effective policy guidance to
in-country management on key business, risk management, and compliance issues. GAML's efforts to
assess the quality of AML monitoring efforts within and across the geographies in which COIC operates
are also recognized. Notably, in Japan, exam iners observed significant improvements in the oversight
of key control functions from 2004, when failures in issue escalation and compliance oversight were
identified. These factors fonn a rating of ' satisfactory' for management.

I EARNINGS-STRONG

I

Despite the impact of the ' gray-zone' events in Japan, COIC ' s earnings proved resilient during
2006 and continue to be rated ' strong.' Decreased provisions reflecting a generall y positive credit
envi ronment and growth in fee income offset a persistent narrowi ng of the net interest margin and
higher operating expenses associated with significant expansion in priority growth countries, such as
Brazil, India, Russia, and Turkey. Despite strong asset growth, retum-on-average-assets ticked up in
2006 to 1.49% and remained better than that of peers.
OPERATIONS / INTERNAL CONTROLS - SATISFACTORY

Overall effective risk management and compliance practices drive the ' satisfactory' rating fo r
operations I internal controls. During on-site reviews of the Brazil and Japan franchises , exam iners
noted appropriate management attention to the effectiveness of internal controls. More broadly,
progress in the areas of compliance MTR and AML are evident in COlC ' s operations. Strategic plans
for retail bank and consumer finance branch expansion are well-planned, and management has given
appropriatc attcntion to enhancing risk management and other control functi ons to handle this growth,
where necessary.
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The Bank Holding Company Rating System currently in use at the Federal ReselVe requires an
annual rating for Citigroup. The composite and component ratings are reflected in the table below

Bank Holding Company Rating System

2

Composite Rating

Component Ratings:
Risk Management
Financial Condition
Impact of Non-depository Entities

2
I

2
(2)

Depository Institutions (DI)

I COMPOSITE RArING

SATISFACTORY

I

Overall, our findings confinn that Citigroup is in satisfactory condition. Bank holding companies

rated as such are considered to be fundamentally sound but may have modest weaknesses in risk
management or financial cond ition. The weaknesses could develop into cond iti ons of greater concern but
are believed to be correctable in the normal course of business. Cash flow is adequate to service debt and
other fixed obligations, and the non-depository institutions are unlikely to have a significant negative impact
on the subsidiary depository institutions.

I DEPOSrroRY INSTffUT10NS

SATISFACTORY

Overall, nati onal banking subsidiaries remain in satisfactory condition as indicated by the most recent
report of examination by theOCC. This rating is largely based on the evaluation ofCitibank, N.A. given its
asset size. Other banking subsidiaries, Cilibank (South Dakota), N.A. and Citicorp Trust Bank, FSB are also
considered satisfactory.
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SUP ERVISO RY ACTIVITIES & SCOPE OF REVIEWS

I

I

SUPERVlSORYACTI VlTlES

The Federal Reserve's supervisory program is accomplished through a combination of continuous
monitoring by a core team of resident examiners and a series of more formal targeted examinations . In
addition to periodic meetings with management, the core team has access to a significant amount of intemal

fi nancial and risk management informat ion. Analysi s of that information enables the team to keep abreast of
changes in the finn 's business strategy, management structure, and risk profile. The review ofintemal risk

management reports is a critical element of our supervisory process. Reliance also is placed on the
supervisory work of the primary bank, functional and foreign regu lators. Supervisory infonnation received
from those sources is factored into our annua l assessment ofCitigroup.

I

I

SCOPE OF R EVTEWS

The followi ng on-site examinations and other supervisory activ ities, categorized by topic, were
conducted by the Federa l Reserve in 2006. The supervisory findings have been fonnally communicated to
management in separate correspondence or discussions.
•

Ho rizontal: Coll ater a l Management. During this horizontal review, examiners evaluated the collateral
management process for OTC derivatives. They were charged with detennining whether Citigroup's
collateralization process effectively mitigates counterpartycredit risk. Examiners also evaluated whether
other risks arising from the collateralization process (such as operations, legal a nd market risk) were
wel l-control led.

•

Horizonta l: P riva cy I GLBA SOl (b) IS Sta nda rds. Examiners evaluated Citigroup's compl iance with
and management of risks associated with the safeguarding of customer infonnatio n, as required by
Section SOI(b) of the Gramm-Leach-Bli ley Act, a nd the recently adopted interagency guidance on
response programs for unauthorized access to customer information and customer notice. Particular
emphasis was placed on how banking organizations manage vendor relatio nships and control the
associated risks.

•

Ho rizonta l: Str ess Testing. The aim of this horizontal review was to better understand Citigroup's
processes for evaluating cross-ri sk scenarios at the corporate level . Consideration was also given to the
type of infonnation shared with senior management and the Board of Directors. Additional ly, sector
level stress tests were evaluated.
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SUPERVISORY ACTIVITIES & SCOPE OF REVIEWS - CONTINUED

•

Informa tion Security. Examiners evaluated the status of the finn's remediation efforts concerning its

information security program, including: (a) the common risk assessment, (b) entitle management, and
(c) Citigroup Systems Inventory work streams. Additionally, aspects of the IS governance process were
evaluated.

•

Long-Term Accrual Measurement: Overthe course 0(2006, Federal Reserve and ace exam iners
evaluated the finn's implementation ofa long-term interest rate risk (LTIRR) methodology. The focus of
that work was to detennine whether the new LTlRR methodology represented a substantial improvement
over existing measures and adequately addressed our prior superv isory recommendation that
management shou ld develop an econom ic value approach to better dimension long tenn interest rate risk.

Basel II / Economic Capital
•

Basel II: C redit Risk (Wholesale and Retail). Joint discovery reviews were conducted with the OCC
to assess Citigroup's risk management efforts related to wholesale and retail exposures, and how those
processes are bei ng modified by the finn in anticipation of the Basel II fram ework.

•

AMA: Operational Ris k. Examiners focused on operational risk measurement analytics as they relate
to the calculation of econom ic capital. Attention was given to the manner in which loss data are
collected, including the treatment of large legal losses. Additionally, exam iners evaluated operational
ri sk management processes within the Corporate and Investment Bank, the G[obal Consumer Group, and
G lobal Wealth Management.

•

Model Validation Process. C itigroup's model vali dation processes and associated controls fo r credit
risk models have been adapted from those related to market risk. While some model validation a reas
require improvements and enhancements in controls, management is working to refine the framework for
credit risk (and operational risk) models, and thus bring to the same level of rigor of validation as that
present for market risk and valuation models. The importance and number of credit risk models wi ll
likely increase, in part buoyed by the adoption of Basel II ru les and implementation of more
sophi sticated risk methodologies throughout Citigroup.

Compliance Risk Management
•

Risk Control Self-Assessme nt (RCSA) Process. The primary goals ofthi s review was to eval uate the
way in which businesses rely on the RCSA process as a control tool and ascertain the progress made
toward enhancing the RCSA framework across the finn.
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SUPERVISORY ACTIVITIES & SCOPE OF REVIEWS - CONTINUED

•

Home Mortgage Disclosure Act (HMDA) . Examiners conducted a limited rev iew of C it iFin an cia I;
Associates International Holding Corporation of Puerto Rico (AIHC); C iti Financial Services of Puerto
Rico; and Citi corp Mortgage Financial Corporation (CMFC) to assess the effectiveness of controls
related to and supervision of Home Mortgage Disclosure Act and Regulation C ( 12 CFR 203) data
reporting within those entities. The exami nati on findings were used to assist the Office of the

Comptroller of the Currency as the lending act ivity of the aforementioned institutions will be considered
when evaluating Citibank NA's performance under the Community Reinvestment Act.
•

Fair Lending. The exam ination offair lending controls at CitiFinancial, AIHC, CitiFinancial Services
of Puerto Rico, and CMFC had several objectives. They included detennining: ( I ) the extent to which
compliance ri sk management controls have been implemented to ensure compliance with consumer and
fair lending laws and regulations; (2) the reliance that can be placed on internal contro ls, policies and
procedures, and compliance monitoring and audit functions for consumer and fai r lending compliance;
and (3) the adequacy and timeliness of corrective actions when policies or internal controls are defici ent,
or when violations of law or regu lation are identified.

•

Global Anti-Money Laundering (GAML) Function . Examiners evaluated the corporate oversight
provided by OAML. The corporate-leve l fu nction had been restructured since our last review; so
examiners focused on the process by which GAML ensures that bus inesses are implementing corporate
standards for identifying, measuri ng, monitoring and controlling AML risk. Examiners did not assess
the integrity of AMLcontrols across Citigroup, but did familiarize themselves with the AML technology
enhancements underway.

•

Regulatory Reporting. Staffofthe Reserve Bank's Statistics function completed a regulatory reporting
review at Citigroup. The purpose was to detennine the effectiveness of the regulatory reporting process
and the accuracy of the underlying data through transaction testing of selected reports submitted as ofthe
quarter ending March 31,2006. Simi lar reviews have been conducted at other large banking
organ izations operating in the Second Federal Reserve District.

International Operations
•

Citigroup: Japan. This review, conducted j ointly with the OCC, fo llowed-up on issues identified
during the 2004 examination ofCitigroup Japan entities, including remediation efforts related to the
JFSA business improvement orders; effectiveness of compliance across and within Japan entities, given
local customer privacy laws; effectiveness of new corporate governance structure; management planning
for potential impact of change in "gray zone" rules.
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SUPERVISORY ACTIVITIES & SCOPE OF REVIEWS· CONTINUED

•

Citigroup: Brazil. Examiners evaluated the effectiveness of consumer credit risk management
practices; AML practices; and franchise governance in Citigroup's Brazilian operations. Integration of
Credicard, formerly ajoint venture between Banco hau and Citigroup, was a particular area offocus. A
review of AML practices followed-up on control deficiencies previously identified by the firm.

•

Citibank Overseas Investment Corporation (COle). As part of Citigroup's annual assessment, a
composite CAMEO rating was assigned to COIC. Consideration was given to the adequacy of capital;
asset qual ity; risk management processes; earnings, and operations.
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