
































CONFIDENTIAL

|| V. Supervisory Plan
Legal & Compliance Risks
Banking Fiduciary | Securities/Other
Inherent Risk Considerable Considerable | Considerable
Control Rating Satisfactory Satisfactory | __Satisfactory
Summary of Supervisory Work: 4006 to 2007
Risk Continuous Monitoring | Examination |
Legal & Compliance * Anti-Money  Laundering * Compliance  Monitoring,
Efforts Testing & Reporting

e AML Technology

e Compliance  Monitoring,
Testing & Reporting

e« Apalysis of HMDA Data

Continuous Monitoring

Anti-Money Laundering (AML) Efforts (Quarterly): Global AML (reporting to Compliance) was initially created to
develop a corporate-wide AML policy and to provide AML guidance and support to the businesses. Over time,
responsibilities were expanded to include managing the Compliance Monitoring & Training (CMT) team,
developing business rules for monitoring suspicious activity, and helping to direct business sector AML programs.
This year, in response to findings from the regulatory agencies, ARR and CMT, Global AML sought to strengthen
and improve its oversight processes through enhanced coordination, data collection and analysis, and risk
assessments. Ongoing monitoring, with assistance from AML Compliance Risk staff, will focus on how the firm
ensures that account monitoring efforts are adequate and that corporate and business AML policics are being
implemented and followed. Moreover, while some improved oversight processes (e.g., governance, coordination,
escalation) will be evaluated during the 3Q06 Global AML review, others (e.g., metrics, annual risk assessment
scorecard) are still in development and will require post-exam follow-up.

AML Technology (Ongoing): In coordination with the OCC, examiners will continue to assess the AML technology
currently in place and that which is planned for deployment. The objective is to focus on understanding and
evaluating the approach and practicality of the firm’s proposed AML solutions to address monitoring and reporting,
and less on technology solutions to be employed. Among other items, we intend to evaluate the rationale
underpinning the firm’s automated tracking tool for conducting 314(a) and ad hoc searches to fulfill external
requests or internal investigations, as well as analyze system outputs. To follow-up on the firm’s effort to remediate
KYC issues from the OCC-led Foreign International Supervisory Strategy

Compliance MTR (Ongoing). Management has indicated that the business sectors are on track with implementing
the various elements of the Compliance MTR Directive by year-cnd 2006 with a large number of tasks slated for
completion during the second half. CPC team members (through continuous monitoring) with participation from risk
examiners will evaluate the comprehensiveness of the program with particular emphasis on the work being
completed within CIB, as this is a large sector that needed to make a significant number of changes to comply with
the MTR directives. Continuous monitoring will be accomplished through regularly scheduled monthly and
quarterly compliance meetings; quarterly ARR Global Regulatory & Compliance group meetings, review of
monthly dashboards; and one-off sector level compliance meetings. Compliance MIS also will be reviewed and
follow-up meetings conducted, where necessary.

Analysis of HMDA Data (2H07): CPC team members (with the assistance of consumer compliance examiners)
expect to assist in analysis of CitiFinancial’s 2006 HMDA data, should it be selected by Board staff for further
review. As noted in the FRBNY's second quarter 2006 exam, CitiFinancial North America and Citimortgage Inc.
now have comphance oversight for the HMDA programs carried out in the Puerto Rico subsidiaries of COIC.
Enhanced monitoring will be carried out to ensure that the problems identified with the operations of the Puerto
Rico branches have been corrected, such that they now comply with CitiFinancial N.A. policies and procedures, and
effective internal controls have been appropriately implemented.
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Potential Follow-up on Fair Lending (TBD): Depending upon the outcome of the current fair lending review, there
may be follow-up exam work conducted.

South Korea (4Q07): Follow-up interviews with a focus on corporate governance, AML practices, and technology
implementation efforts as well as the firm’s responsiveness to examination comments made by local bank
SUPErvisors.

Examinations

Compliance Monitoring, Testing & Reporting (3Q07): This exam will supplement continuous monitoring provide a
venue for transaction testing as a follow-up to the FRBNY exam of late 2005, Emphasis will be placed on the
business sectors’ processes for (a) keeping regulatory risk matrices current; (b) the results of the gap analysis from
the RRM to RCSA mapping to be performed year-end 2006 by each sector; (c) the efficacy of the MTR testing
performed within each sector.

International Operations (2007): The CPC team’s supervisory work related to Citigroup’s overseas operations has a
significant legal and compliance risk component, which includes AML. Proposed examinations (also to be
coordinated with the OCC) will focus on validating the control infrastructure in two countries that Citigroup has
targeted for significant growth. In Russia, the firm has more than tripled the number of bank branches in the country
over 2006, and in India, the firm has rolled out over 150 CitiFinancial branches (due to local government restrictions
on bank branch growth). Given the rapid growth countries and country-specific risk characteristics in both Russia
and India, the CPC team proposes to validate the control and compliance infrastructure put in place to accommodate
business expansion in these countries.

Russia (2Q07): Review of AML practices, given Russia’s cash-intensive economy and local considerations that give
rise to elevated AML risk; review of retail credit risk management practices, given the rapid expansion of credit card
and retail bank businesses in Russia, high-level review of governance and compliance, given the difficulties in
hiring, training, and retaining Citigroup Russia senior management as well as compliance professionals.

India (2Q07): Joint review with the OCC of retail credit risk management practices, given the rapid expansion of
consumer finance business in India. FRBNY will also focus on high-level reviews of governance and compliance,
given increasing regulatory scrutiny by the Reserve Bank of India, as well as to ensure certain compliance policies
and procedures are in place.

Management Reports Review

Compliance & Control Dashboards: This detailed monthly report to senior compliance management summarizes the
results of key regulatory and external examination issues, internal audits, compliance testing, AML activity,
outstanding audit issues, significant business and regulatory changes, self assessments, and fraud losses. The report
is separated into sub-categories by geography, region, sector, and, in certain cases, product, and allows senior
compliance management to view risks that may cross sectors or geographies from one report.

Compliance Plans: The annual plans outline business and compliance initiatives, the internal and external legal and
business environment, staffing and resource needs, and monitoring and testing programs. The purpose of the plans is
to formally highlight key compliance program goals for the year to the businesses and Corporate Compliance. The
plans are developed and produced at the country, regional and sector level,

Citigroup Compliance Testing Report: The purpose of this semiannual report, the first of which was produced
recently for 1H2006, is to show the status of Independent Compliance testing and results across Citigroup. Other
expected outcomes from the report include increasing consistency in the reporting of test results across sectors,
highlighting and expanding joint reviews to raise efficiency and eliminate duplication, and identifying key trends
across sectors.

ARR Compliance Workgroup: This quarterly report highlights legal, compliance, and fiduciary-related audits and
lists ARR’s legal and compliance hot topics for further discussion with senior management and control functions.
Issue severity metrics presented are based on ARR’s monitoring process (CAP tracking and business monitoring)
and recently completed audit results. Also included in the report is a list of audit ratings, outstanding compliance
issues and corrective action plans.
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XTrak —Global Regulatory Exam Tracking Report: This quarterly report generated by the Global Compliance
Department lists all regulatory and external audit examinations of Citigroup entities conducted worldwide. Report
also lists the results of the examinations and current status.

Written Agreement Progress Reports: The written agreement requires the institution to provide the FRBNY with
quarterly progress reports summarizing the institution’s compliance with the requirements of the agreement.

Meetings with Citigroup Management

All quarterly meetings are inter-agency and include representatives from the OCC and the OTS. Ad hoc meetings
are also held that cover a variety of topics from AML technology projects and demos to key risk indicators.

. Weekly AML technology update conference call: (see description above)

. Monthly meeting with senior management of Global Compliance Department

. Quarterly Global Compliance meeting

. Quarterly Global AML meeting

. Quarterly meeting with ARR’s Global Regulatory & Compliance Unit

. Semiannual Litigation update meeting

. Monthly meetings held with the OCC and OTS to update participants on exam status findings and follow-up, and
to coordinate examination efforts as appropriate

Recent Supervisory Work: 2005 to 2006

2005

The following on-site examinations and other supervisory activities, categorized by topic, were conducted by staff of
this Reserve Bank in 2005. The supervisory findings have been formally communicated to management in separate
correspondence or discussions.

Compliance Risk Management

Horizontal: Compliance MTR. The purpose of this exam was to obtain a horizontal perspective of compliance
monitoring and testing processes across large banking organizations. Another aim was to assess the appropriateness
of the compliance program that was being implemented at the time of the review.

Global AML Function. In conjunction with the OCC, examiners assessed the corporate oversight provided by
Global AML. This effort included a review of the overall mission and objectives of the function, as well as the
adequacy and expertise of staff. Focus was placed on the then newly established CMT function, the Suspicious
Activity Report (SAR) database, as well as monitoring business rule standards and processes.

Horizontal: Correspondent Banking. Examiners of this Reserve Bank participated in a review conducted by the OCC
of the firm’s correspondent banking activities. Among other objectives, examiners sought to further their
understanding of how customer information is collected and analyzed; processes relied upon for identifying
suspicious or unusual patterns of activity;, and the method by which investigations are conducted to determine
reportable incidents.

CitiFinancial Consumer Compliance. During 2005, examiners completed a four-phased exam and follow-up review
of the actions management had taken to comply with the Federal Reserve Board’s C&D Order imposed on
CitiFinancial and its parent, Citigroup, on May 27, 2004.

2006

Horizontal: Privacy / GLBA 501(b) IS Standards. Examiners wll evaluate Citigroup’s compliance with and
management of risks associated with the safeguarding of customer information, as required by Section 501(b) of the
Gramm-Leach-Bliley Act, and the recently adopted interagency guidance on response programs for unauthorized
access to customer information and customer notice. Particular emphasis will be placed on how banking
organizations manage vendor relationships and control the associated risks. On-site: June 2006.

RCSA Process. The primary goals of this review are to evaluate the way in which businesses rely on the RCSA
process as a control tool and ascertain the progress made toward enhancing the RCSA framework across the firm.
Target letter issued July 2006.
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Home Mortgage Disclosure Act (HMDA). Examiners conducted a limited review of CitiFinancial, Inc., Associates
International Holding Corporation of Puerto Rico (AIHC), CitiFinancial Services of Puerto Rico, and CMFC to
assess the effectiveness of controls related to and supervision of Home Mortgage Disclosure Act and Regulation C
(12 CFR 203) data reporting within those entities. The examination findings were used to assist the Office of the
Comptroller of the Currency as the lending activity of the aforementioned institutions will be considered when
evaluating Citibank NA's performance under the Community Reinvestment Act. Target letter issued July 2006.

Fair Lending. The examination of fair lending controls at CitiFinancial, AIHC, CitiFinancial Services of Puerto
Rico, and Citicorp Mortgage Financial Corporation (CMFC) has several objectives. They include determining: (1)
the extent to which compliance risk management controls have been implemented to ensure compliance with
consumer and fair lending laws and regulations; (2) the reliance that can be placed on internal controls, policies and
procedures, and compliance monitoring and audit functions for consumer and fair lending compliance; and (3) the
adequacy and timeliness of corrective actions when policies or internal controls are deficient, or when violations of
law or regulation are identified. On-site: September 2006.

Global AML Function. Examiners will conduct a follow-up exam regarding the corporate oversight provided by
Global AML. The corporate level function has been restructured since the last review. Emphasis will be placed on
the due diligence process, on-going AML monitoring and efforts for automating the AML search capabilities. On-
site: September 2006.

Questions

1) What, if any, follow-up work will be completed on AIHC’s lending operations due to the spousal signature
issue noted? [Per Will Hilton - Regarding the spousal signature issues, we are currently awaiting the
results of Citi's further investigation into the matter and its remediation plan, which are due to us by March
1, 2007. We noted a placeholder in our Sup Plan for potentially conducting additional follow-up fair
lending work at the PR subs in 2007, but would like to get a better sense of the firm's proposed remediation
before we proceed fleshing out what that work would encompass. |

2) Was the bank consolidation project completed in 4Q067 [Per Will Hilton — yes, the bank consolidation
project was completed; the number of banks went from 12 to 4 with 3of the 4 being major bank entities]

3) Has the firm fully implemented the Compliance MTR framework consistent with new compliance
directives (including the key deliverable, completed regulatory risk matrices mapped to RCSAs)? [Per Will
Hilton — the Compliance MTR framework is fully implemented. The regulatory mapping was completed by
year-end 2006 and is currenily under review lo ensure there are no gaps.

Gaps
None noted.

Remediation Plan
Not applicable.
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ATHC
ALM
AML

AUC
BUCO

C&D
CAl
CAM
CBNA
CEEMEA
CFPI
CGM
CGMHI
CGMI
CIB
CIp
CMFC
CMT
CNBV
coIc

E
EMEA

G
GAML
GC
GCB
GCD
GCG
GFI
GSS
GTS
GWM

1
IBD

K
KRI

M
MTR

N
NPA
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ACRONYM GLOSSARY

Associates International Holding Corporation of Puerto Rico

Automated Lending Machines
Anti-Money Laundering
Audit and Risk Review
Assets under custody

Business Unit Compliance Officers

Cease and Desist Order

Citigroup Altemative Investments
Citigroup Asset Management

Citibank NA

Central Eastern Europe, the Middle East and Africa
Citigroup Financial Products Inc,
Citigroup Global Markets

Citigroup Global Markets Holdings Inc.
Citigroup Global Markets Inc.

Corporate and Investment Bank

Citibank International plc

Citicorp Mortgage Financial Corporation
Compliance Monitoring and Testing
Mexico National Banking Commission
Citibank Overseas Investment Corporation

Europe, Middle East, Africa

Global Anti-Money Laundering
Global Compliance

Global Corporate Banking
Global Compliance Department
Global Consumer Group
Global Fixed Income

Global Securities Services
Global Transaction Services
Global Wealth Management

Investment Banking Division

Key Risk Indicators

Monitoring, Testing and Reporting

New Product Approval
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0

0&T Operations and Technology

R

RCSA Risk Control Self-Assessment

s

SEC Securities and Exchange Commission
SME Small- and medium-sized enterprises
T

TL&A Travelers Life and Annuity

X

X-TRAK Regulatory Examination Tracking System
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